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Abstract

While Java and appletshave createda new perspective for Web applications,some
problemsarestill unsolved.Amongthesearethequestionof how Javaappletscanfind
othermembersof thecollaborationsession,how to dealwith therestrictionsimposed
by theJava securitymodel,andhow to overcometheinability of appletsto communi-
catedirectly, evenif they belongto thesamedistributedapplication.KnittingFactory
addressestheproblemof findingothermembersof acollaborationsessionbyproviding
adistributedregistrysystemwherethesearchis performedwithin aWebbrowserwith-
out violating its securitymodel;theproblemof arbitraryplacementof applicationsby
providing thecorefunctionality for downloadingappletsfrom anarbitrarynode;and
finally the problemof direct applet-appletcommunicationby usingthe Java Remote
MethodInvocationmechanismsto give appletsinformationon how their fellow ap-
pletscanbereached.Two exampleapplicationsvalidatethis conceptanddemonstrate
theeaseof useof KnittingFactory.
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1 Intr oduction

Theadventof theWorld Wide Webalongwith thepervasiveavailability of cheapnet-
working resourceshaspermittedthe ideaof distributedparallelcomputationor col-
laborative work on a largescale.But while parallelcomputingon a local network of
workstationsis commonpractice(with systemslike PVM [20] asexamples),this is
not thecasefor distributedcomputingover theWorld WideWeb. Similarly, collabora-
tive work over theInternetis facedwith a numberof practicalproblems.Someof the
obstaclescommonto both distributedcomputingandcollaborative work arethe het-
erogeneityof theparticipatingsystems,securityconcernsby usersof remoteandlocal
computers,difficultiesin administeringa distributedapplicationandfinding partners,
andoftenhighcommunicationdelays.Wewill considerbothparallelandcollaborative
applicationscenariosas“distributedapplications”.

Someof theseproblemsweresuccessfullyaddressedby theJava language/system.
Namelythe securityconcernswheresolved by the “applet”-concept(in combination
with the notion of a “sandbox”)which allows the executionof foreign codewithout
puttingthesystem’sintegrity atrisk. Additionally, Java’splatformindependencesolves
the problemof heterogeneity. Today’s performanceproblemsof Java appletsareex-
pectedto besolvedby just-in-timecompilationandothertechniques.

This makesJava anattractivechoicefor therealizationof distributedapplications.
An attractivewayof designingsuchdistributedapplicationsis to usea teamconsisting
of astand-aloneprogramrunningononemachineandasetof distributedapplets.1. But
Java imposesit’s veryown restrictionsonsuchteams.Typically, thelocationof aJava
applicationworking togetherwith distributedappletsis restrictedto a machinealso
runninganHTTP server. However, sucha machineis not availableto all users.Fur-
thermore,theJavasecuritymodelrestrictsthecommunicationpatternbetweenapplets
andapplicationtherebylimiting bothcommunicationflexibility andfault toleranceof
suchteams.

Implementingdistributedteamsontopof Javais thusfacedwith thefollowingthree
obstacles:

� looking for andfindingpotentialpartnersfor a distributedteam,

� having to runthestand-aloneapplicationof adistributedteamonamachinealso
runninganHTTPserver,

� appletsarenotcapableof directcommunication.

TheKnittingFactoryprojectaddressestheseobstaclesandprovideswell-integratedso-
lutionsthatdo not interferewith theJava securitymodelandcompletelyadhereto all
standards.2

1In theJava terminology, sucha stand-aloneprogramis usuallycalledanapplication(asopposedto an
applet).We will usethis term,too,whenthereis no dangerof confusingit with theapplicationasa whole,
i.e., theteamof stand-aloneprogramandapplets

2Experimentswere conductedusing Linux kernel version2.0.29,Java DevelopersKit version1.1.3,
andHotJava BrowserVersion1.1. The novel featuresof Java 1.1 usedin our implementationarenot yet
completelysupportedin any otheroff-the-shelfbrowser. Therefore,we could only experimentwith our
systemwhile relying on HotJava andthe JDK1.1.3’s appletviewer, andandwe expectthe systemto carry
over to otherstandardstandardimplementationsof Java 1.1.
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The restof this paperis organizedasfollows. Section2 describesthe designof
theKnittingFactory,Section3 givesinformationaboutthe implementation,Section4
will show how to usetheKnittingFactorywith two simpleexamples,Section5 gives
anoverview of relatedwork andSection6 discussesKnittingFactoryin thecontext of
someof theseprojects.Finally, thepaperconcludeswith Section7.

2 Design

KnittingFactoryis concernedwith providing functionality to facilitatethe interaction
and improve the efficiency of interactingdistributed computationswritten in Java.
Thereareseveralwaysof designingsuchanapplication.To takeadvantageof thesecu-
rity featuresof Java,thedistributedcodeshouldbeimplementedasanapplet.Codeex-
ecutingon localmachinecanbeimplementedasastand-aloneJavaapplication,which
allows to useextendedfunctionalitycomparedto applets.Thus,a distributedapplica-
tion canbedesignedasa teamconsistingof a stand-aloneJavaapplicationanda num-
berof distributedapplets.Dependingon thesemanticsof thedistributedapplication,
the stand-aloneprogrammight be an “initiator,” a “coordinator,” or a “master,” etc.
dependingon the context; the appletsmight be “workers,” “servers,” “user–agents,”
etc.—wewill usethetermpartner to referto themin a uniformway.

HTTP

KFIIKFI KFIII

Application

Charlotte

Java         RMI

Operating System

Figure 1: Overview of Knittingfactorydesign. KFI, KFII and KFIII refer to parts
describedin Subsection2.1,2.2and2.3,respectively.

Figure1 givesan overview of a systemusing KnittingFactory. The boxesKFI,
KFII andKFIII refer to partsof KnittingFactorydesribedin Subsection2.1, 2.2 and
2.3, respectively. Charlotte(cp. 6.1.2and Section6.1) is usedas an examplefor a
parallelprogrammingenvironmentusingKnittingFactory, andan applicationsits on
topof bothKnittingFactoryandCharlotte.
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2.1 Registration and lookup

In a distributedcomputationorganized,e.g.,in a master-worker like fashion,a typical
problemfor a masteris to find potentialworkers,andfor workers(i.e., userswilling
to donateresourcesto a distributedcomputation)to find any masters.This might be
of lessconcernto a collaborative applicationsuchaswhiteboards,sinceoneusually
knows with whom one wantsto cooperate.But thereareother casesin which this
problemsoccursevenfor somecollaborative-typeapplicationssuchasgames.

In either case,a distributed matchingproblemoccursbetweenapplicationsand
potentialpartners. While therearemany classicalways of doing this,3 we want to
make useof the existing Web-infrastructureasfar aspossible. In particular, no new
agentsfor eitherproviding or searchinginformationshouldbenecessary.

To this end,we useexisting HTTP serversto actasa registry for partnerrequests
andstandardWeb–browsersassearchengines.A registryacceptsrequestsfor partners,
storestheserequests,anddeletesthem againupon request. Also, a registry knows
abouta list of otherregistries(which canbeupdatedaswell) which, in concert,form
a directedgraphof registries. A requestfor partnersmustcontainthe hostnameand
portnumberwheretheapplicationcanbecontacted(in standardURL format)andcan
be enhancedby additionalinformationsuchas Quality of Serviceparameters(e.g.,
only machineswith at leasta certainamountof memoryareuseful)or a descriptive
comment. A registry is implementedusing so-calledcgi-bin scriptsusing standard
HTTP server interfaces.Informationis storedin a formatthatis directly accessibleto
standardbrowsers.

A userwho wantsto participatein a distributedcomputationneedsonly to know
aboutone(or several)registriesasstartingpoints.Theusercanuseastandardbrowser
to searchtherequestsstoredin this registry. If thereis no suitablerequestfoundon a
givenregistry, thesearchproceedsin a breadth-firstfashionalongthegraphof neigh-
boringregistriesuntil asuitablerequestfor partnersis foundor all registries4 havebeen
visited. Breadth-firstsearchis usedto find applicationson “nearer” registriesbefore
applicationsregisteredwith moreremoteregistries—othersearchstrategiesarepossi-
ble. As soonasa matchingpartnerrequestis found, the browserjumpsto the URL
describedby this request.Themainpoint to noticehereis that thesearchis executed
completelywithin theuser’s browserwhich downloadsthe registry informationfrom
respectiveHTTPservers.

2.2 Arbitrary origin of applets

In a typical distributedteamwritten in Java, appletsaredownloadedfrom an HTTP
serverandconnectto anapplicationto beableto communicatewith otherpartsof the
team. Sincethe Java securitymodelusuallyemploys the so–called“host-of-origin”
policy, appletscanonly connectto thehostfrom which they weredownloaded.While
otherpoliciesareconceivable, it is most likely that this will be the standardpolicy
usedby mostWebbrowsers.This meansthat thestand-aloneapplicationof the team
hasto run on thesamemachineastheHTTP server thatprovidedtheappletsto allow

3For example,by usinganaming-servicelike system
4in thisconnectedcomponent
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themto successfullyconnectto theapplication.This is ofteninconvenientat bestand
impossibleat worst; a userwho wantsto initiate a distributedcomputationmight not
have accessto an HTTP server, and sucha machinewill becomea bottleneckif a
numberof distributedcomputationsis run.

KnittingFactoryaddressesthis problemby providing theessentialfunctionalityof
an HTTP server for downloadingappletsfrom the applicationitself. A browsercan
connectto theapplicationandretrieveall necessaryHTML or classfiles directly from
thisprocess.Obviously, it is thenpossiblefor theappletto reconnectto thisapplication
to communicatewith it. Thisallowstheapplicationto runonany hostconnectedto the
Webandnot just theonesrunningHTTPservers.

Additionally, theapplicationcanregisteritselfwith oneormoreregistries.A search
asdescribedin Subsection2.1 (or a manualclick on thecorrespondinglink) will then
result in a browserconnectingto the applicationanddownloadingthe applet. As an
addedconvenience,KnittingFactoryalsoprovidestheappletwith the port numberat
which theapplicationis acceptingits connectionrequests.

2.3 Dir ectapplet–appletcommunication

Dueto theJavasecuritypolicy of “host-of-origin”, it is notdirectlypossiblefor differ-
entappletsto establishdirectcommunicationwith eachother—evenif they belongto
thesameteam.5 Themainraisond’être for thissecuritypolicy is to limit theamountof
informationexchangedbetweenany two applets.But sinceweareconsideringapplets
belongingto thesamedistributedcomputation,whichcanexchangearbitraryinforma-
tion by meansof relayingit throughtheapplication,thereis no inherentreasonin the
securitymodelwhy thesetwo appletsshouldnotbeallowedto communicatedirectly.

The advantagesof sucha direct communicationareobvious: the applicationcan
easilybecomea bottleneckandit imposesa singlepoint of failurefor theapplets(de-
pendingon the kind of applicationscenario,it might be perfectlyacceptableif the
applicationdiesaftertheappletshavebeensetup).

KnittingFactoryusestheRemoteMethodInvocationof Java 1.1 to realizea direct
applet–appletcommunication.To useRMI, a taskneedsareferenceto a remoteobject
to be ableto invoke any methodsremotely. Eachappletcreatessucha remotelyac-
cessibleobjectandpassesits referenceto thestand-aloneapplication.In thesimplest
case,theapplicationredistributesthesereferencesbackto all otherapplets.Thus,all
appletsin oneteamlearnaboutremoteobjectsin all theotherapplets.Thisallowsthem
to directly invoke methodsat otherapplets,which impliesthat they cancommunicate
directly.

In a moreelaboratescenario,an appletmight only want to know abouta subset
of applets.The setof appletsis thusdivided in differentgroups. Thesegroupsmay
overlap,sincetheremotelyaccessibleobjectsareinformedaboutotherremoteobjects
andnot the appletitself—anappletonly hasto createoneof theseobjectsfor each
groupin which it wantsto participate.

5Unlessbothappletsrunon themachinefrom which they weredownloaded.
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3 Implementation

3.1 Registration and lookup

The implementationof the registrationandlookupservicesconvenientlydividesinto
two parts:theregistryandthelookup.Theregistryconsistsof four cgi-binscriptswrit-
tenin Perl thatupdateanHTML-page.ThisKnittingFactorymainpagecontainslinks
to otherknown registriesandapplicationslooking for partnersaswell asthe lookup
script written in Javascript. Additionally, a numberof HTML-pagesareprovided to
form a simpleuserinterfaceto thesecgi-bin scripts. This allows simpleaddingand
deletingof registriesandmanualregistrationandderegistrationof applications.The
HTML-forms usedfor thiscommunicatethefollowing parametersto theircorrespond-
ing cgi-binscripts:

Adding a registry

newurl: TheURL of theKnittingFactorymainWebpageof anew registry. This
addsa link pointing from theregistry wherethis form is submittedto the
givenURL.

password: to secureconsistency of theregistry— optional.

Scriptname:register.cgi

Removing a registry

remurl RemovethegivenURL from thelist of registrieson this registry.6

password: to secureconsistency of theregistry— optional.

Scriptname:deregister.cgi

Registeringan application

host Hostnamewheretheapplicationis running.

kfport The port numberwhere this applicationcan be contactedby a Web
browserto obtainanapplet.

description An arbitrarydescriptionof thisapplication(optional).

Thiscanoptionallybeenhancedby Qualityof Serviceparameters.

Scriptname:add app.cgi

Deregisteringan appplication

host Hostnamewheretheapplicationis running.

kfport Thecorrespondingportname.

Scriptnamerem app.cgi
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Figure2: Themainpageof a KnittingFactoryregistry

Both registriesand applicationsare storedas HTML-links to the corresponding
sites.Figure2 showsanexampleof suchapage.

This mainKnittingFactorypagecontainsa Javascriptprogram(searcher.js )
that performsthe actualsearch. Sincethis main pageis manipulatedonly via cgi-
bin scripts,the searchscript canrely on the syntaxof this page. To storethe state
informationnecessaryto performabreadth-firstsearch,thetag -elementof theURL is
used.Thispartof theURL is usuallyusedto let abrowsernavigatetocertain“anchors”
in anHTML-document.Sincethispagedoesnotcontainany anchors,theWebbrowser
just ignoresthetag , but this informationis still availableto theJavascriptprogram.

Thetagis organizedin thefollowing way:

TAG ::= search+TODO-LIST+SEEN-LIST

TODO-LIST ::= � |
TODO-LIST-P

TOTO-LIST-P ::= URL |
URL#TODO-LIST-P

SEEN-LIST ::= � |
SEEN-LIST-P

SEEN-LIST-P ::= URL |
URL#SEEN-LIST-P

where� is theemptystringandURL representsany well-formedhttp-address.

6In thecurrentimplementation,this is callednewurl .
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Thesearcherscriptfirst checksif the tag actuallystartswith thestringsearch .
If not,it stopsimmediately. If it does,it first examinesthelinks onthispageto checkif
any applicationsareregisteredwith this registry. An applicationis distinguishedfrom
a registry by their relative positionon the page. If someapplicationsarefound,one
is randomlyselectedandthebrowseris directedto go this URL. Additionally, if any
Qualityof Serviceparametersaregiven,thesearcherscriptwill only considerapplica-
tionswheretheserequirementsaremet.7 Otherselectionpossibilities,e.g.,basedona
bestfit or bestpriceprinciple,caneasilybeintegrated.

If no (matching)applicationis foundon a givenpage,thesearcherscriptwill pro-
ceedwith a breadth-firstsearch.First, theURL of this pageis appendedto theseen -
list of the tag string. Next, all registriescontainedin this pageareappendedto a
todo -list. Thefirst elementof the todo -list is extractedandgivestheaddressof the
next pageto visit. To this address,the #search tag, the new todo - andthe new
seen -list areappendedto form thenew URL andfinally, thebrowseris instructedto
go to thisURL. Sincethis is, by construction,alsothemainKnittingFactoryWebpage
of someother registry, it alsocontainsthe samesearcherscript which will proceed
with thesearchusingtheadditionallyinformationobtainedfrom thepreviouspageand
includedin the tag. And sincethis pageprovidesthesearcherscript codeagain,this
codeis freeto inspectthecontentsof thenewly downloadedpage.8 Thisprocessends
if eitheranapplicationis locatedor no new registriescanbefound(which producesa
suitablemessageto theuser).

As analternative to a purebreadth-firstsearchthatacceptsthefirst requestfound,
anexhaustivesearchwith limited timeor aQoS-basedsearchareconceivable—hereis
awide rangeof openpossibilities.

Thissearchis completelyexecutedby theWebbrowser;nonew processesneedto
be installednor doesthe HTTP serversneedto executeany search-relatedprograms
(they only provide Webpages).It is susceptibleto error if any selectedHTTP server
happensto beunreachable—inthis casethesearchabortswithout result. This canbe
amendedby randomizingtheorderin which registriesareaddedto the todo -list and
reexecutingthe searcherscript via a watchdogJavascriptprogramwhich executesin
anotherframeandperiodicallycheckstheprogressof theactualsearch.Theproblem
hereis how thewatchdogcandistinguishbetweena searchin progress,a successfully
terminatedsearch(an executingapplet),an unsuccessfullyterminatedsearch(an at-
temptto contactanapplicationthat is no longerrunningor otherwisenot responding)
anda failedsearch(dueto, e.g.,anunreachableHTTP-Server).

A potentialproblemwith this approachmight be misuseof the lookup service.
Sinceanybodyshouldbeableto registerarequest,moreor lessarbitraryWeb-sitescan
beregistered—evensomecompletelyunrelatedto adistributedcomputation—withthe
only objectiveof attracting(unvoluntary)viewers.Thecgi-binscriptsmightbeusedto
protectsuchmisuse,e.g,basedona passwordscheme.

7Checkingfor QoS-parametersis currentlynot implemented.
8Which is not possibleif JavascriptcodeandWebpagecomefrom differentmachines— their contents

is so-called“tainted”.
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3.2 Arbitrary origin of applets

Thegoalof this partis to beableto run thestand-aloneapplicationon any machine—
independentof whetheranHTTP-Server is runningon thathost.Theproblemhereis
thatanappletis only allowedto connectto themachineit is downloadedfrom. There-
fore, to allow it to connectto theapplication’s machine,it mustbedownloadedfrom
thismachine.Thissecondpartof KnittingFactoryprovidesthenecessaryfunctionality
to dosoby implementingcoreHTTP-Servercapabilities.

KFc_Manager

Thread

uses

inherits
HTTPServer

HTTPPort

HTTPConnection

HTTPRequest HTTPResponse

Figure3: Classhierarchyfor Subsection3.2

The API is very simple: in the application,the programmercreatesan objectof
classKFc Manager (seeFigure3 for anoverview of theclasshierarchy).Thecon-
structorof this classtakestwo parameters:the nameof the appletclassthat is to be
giventoany partner, and,optionally, theportnumberwhichtheapplicationisexpecting
partnersto contactit. KFc Manager itself createsanobjectof classHTTPServer
(which extendsThread ) that createsa server socket on which it expectsa browser
to connectto downloadthe applet. Oncea connectionis made,HTTPServer cre-
atesa new HTTPConnection objectto handlea request.This connectionhandler
parsesthe request(using HTTPRequest as a helperclass). Sincewe only want
to serve oneparticularappletto the browser,9 an HTML-pagecontainingthe applet
nameand optional parametersis generatedand sentback to the browser (using an
HTTPRespone object).To executetheapplet,thebrowserwill thenconnectagainto
theHTTPServer objectandrequestvariousclassfiles asneeded.Again, theserver
createsanHTTPConnection object,theclassnameis extractedfromtherequest,the
classfile is searchedalongtheCLASSPATHandsentbackto thebrowser. Thereby, an
appletcanbedownloadedfrom theapplication’smachineandexecutedwithouthaving
to runanHTTPserver.

9An extensionto multiple,differentappletclassesis verysimple.
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Although any appletcan be usedthis way, KnittingFactoryprovides the conve-
nienceclassKFc Applet which extendsApplet . This classprovides a method
getPort() which returnstheport numberwheretheapplicationexpectstheapplet
to contactit. Theactualappletwould thusbederived from KFc Applet insteadof
Applet ; it hasto call the init() functionof its parentclassto allow correctinitial-
ization.

Theintegrationwith theregistrationserviceof KnittingFactoryis achievedby two
methods,register() andderegister() , of classKFc Manager . They take
oneor moreregistry URLs asparametersandregister/deregistertheapplicationwith
theseregistries.10 TheclassHTTPPort isusedtosentaPOST-requestto theregistries,
resultingin the executionof theappropriatecgi-bin scripts. register() automat-
ically insertstheport numberof this application’s HTTPServer objectin the regis-
trationmessage.Thereby, a browserwhich hasfoundanapplicationvia thesearcher
script will contactthe applicatioinat thecorrectport andcanimmediatelydownload
theappletwithout furthermanualintervention.

3.3 Dir ectapplet-appletcommunication

Theobjectivehereis to allow two appletswithin onedistributedteamto communicate
directlywith eachother, nomatteronwhichmachinesthey areexecuted.TheRemote
MethodInvocation(RMI) interfaceof Java 1.1 allows to invoke methodsat a remote
objectoncea referenceto this remoteobjectis obtained.Usually, thesereferencesare
obtainedfrom the so-calledRMI-Registry. Sincewe want to inform otherappletsof
new appletsjoining theteam,we needanactive componentandcannot solelyrely on
theRMI-Registry.

Thisactivecomponentis theManager-Registry. It is itself remotelyaccessibleand
thushasa remoteinterfaceKF Registry extendingtheclassjava.rmi.Remote
thatdescribesthemethodsthatcanbeinvokedremotelyandtheactualimplementation
of this interfaceKF RegistryImpl 11—seeFigure4 for an overview of the class
hierarchydescribedin thissubsection.

A KF RegistryImpl object

1. registerswith theRMI-Registryunderagivenservicenameto bevisibleto other
objects,

2. offers the methodregister() in its remoteinterfaceto allow otherremote
objectsto registerwith it,

3. collectsall referencesfor theremoteobjectscreatedat thevariousappletswith
thisservicename,and,

4. uponreceivinganew registration,redistributesthemtoall otherknownobjects.12

The corefunctionality for a KnittingFactoryremotelyaccessibleobject—namely
the ability to register at a KF Registry and to gatherreferencesdistributed by the

10register() alsotakesanoptionaldescriptionparameter.
11whichextendsjava.rmi.server.UnicastRemoteObject
12In particular, anobjectwill receive a referenceof itself.
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java.rmi.Remote

KF_Remote

MyRemoteInterface

KF_Registry KF_Manager

KFc_Manager

java.rmi.server.UnicastRemoteObject

KF_RemoteImpl

MyRemoteImpl

KF_RegistryImpl

KF_Applet

KFc_Applet

Figure4: ClassHierarchyusedfor applet-appletcommunication(with MyRemoteIn-
terface/MyRemoteImplasexampleextensionsof theKnittingFactoryclasses)

KF Registry—iscontainedin theKF RemoteImpl remoteobjectimplementingthe
interfaceKF Remote . KF Remote is theremoteinterfaceusedby theKF Manager
andoffers two methods:addRemoteObject() to inform anobjectof anotherre-
moteobject,andsetId() to allow theKF Managerto setuniqueids for all remote
objects.This interfaceis implementedby KF RemoteImpl . In particular, this class
alsoprovidesan initialize() method. Parametersto this methodare the host
wherethe RMI-registry is found anda servicenameidentifying the KF Registry on
this host. In the initialize() methoda KF RemoteImpl object looks up the
KF Registry from theRMI-Registryon thegivenhost13 underthegivenservicename.
Onceit hasobtaineda referenceto the KF Registry, it registerswith it via the re-
mote methodregister() passinga referenceto itself to the KF Registry. The
registry will thensendthis referencevia the addRemoteObject() to all known
KF RemoteImpl objects.The appletcanobtainreferencesto the otherremoteob-
jectsby callinggetWorker(id) ata KF RemoteImpl object.

KF Remote /KF RemoteImpl do not provideany methodsto actuallyexchange
informationbetweendistributedapplets.To do so,interfaceandimplementationmust
beextendedto matchthedistributedcomputation’sneeds.For example,animplemen-
tationof thestreamsinterfaceontopof theRMI-basedapplet-appletcommunicationis
conceivable(seesubsections3.3.2for details). In Figure4, MyRemoteInterface
andMyRemoteImpl exemplify this.

To hidethenecessityto explicitly createa KF RegistryImpl objecton theap-
plication side and the creationof and initialization calls for the KF RemoteImpl
objectson the appletside,we provide a KF Manager classfor the applicationand
a KF applet for the appletsidewhich arebuilt on top of the KFc Manager and

13bothapplicationandRMI-Registry mustrunon thesamehostfor theappletto beableto connectto the
latter
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KFc Applet class,respectively. The stand-aloneapplicationonly hasto createa
KF Manager object,theconstructorof which takesa servicenameparameterin ad-
dition to the classnameand port describedin subsection3.2. This will not only
createand initialize the KF Registry, it will also provide the HTTPServer object
with the servicenameso it can be passedalong as a parameterto the appletonce
it is downloaded. KF Applet will extract this parameterandsetupstatic informa-
tion in theKF RemoteImpl classwhereboththeRMI-registry andtheKF Registry
canbe foundandunderwhich servicenametheKF Registry canbe lookupup from
theRMI registry. Theactualappletcanthusbederivedfrom KF applet , and,pro-
videdtheKF applet ’s init() functionis called,any objectof aclassderivedfrom
KF RemoteImpl can simply be createdwith new and will automaticallyregister
with theManager-Registry andreceive referencesfor all otherremoteobjectsin this
distributedcomputation.

3.3.1 PossibleEnhancements

Applet-basedupdates: In the currentimplementation,the KF Registry passes
the referenceof a new remoteobject to all previously known remoteobjectsitself.
Sincethis needs

�������
remotemethodinvocationsper joining remoteobject, it does

notscalewell andraisesthedangerof theKF Registrybecominga bottleneck.
A simplesolutionwouldbeto let thejoiningobjecthimselfinform theotherremote

objects.This is easilypossibleandputstheburdenon thenewly joinedobject.But it
doesnot takeadvantageof thepossibilityto distributethis informationin parallelsince
otherappletscanpassthis referenceon, too.

Therefore,one solutionmight be to usethe ids of the remoteobjectsto form a
binary treeandpassa new referencealongthis tree. This takesonly

���
	�������
time

as opposedto the
���
���

before. The disadvantageof this approachis that it is not
fault-toleranttowardsthe failure of (non-leaf)remoteobjects. To amendthis, other
interconnectionstructureslikeaBenês-network shouldbeinvestigated;thistiesin with
work doneon interconnectionnetworksfor parallelcomputerarchitectures.

Deregistering: While thecurrentimplementationdoesnot provide explicit deregis-
trationof remoteobjects,it is easyto dosoaslongasnoKnittingFactory-relatedfunc-
tionality is given to the remoteobjectslike the applet-basedupdatedescribedabove.
Thisposesproblemsdependingonthesolutionchosenfor theinterconnectionnetwork
andneedsfurtherinvestigation.

Multiple service names: As discussedin Subsection2.3 it might not benecessary
or evendesirablefor all appletsto know abouteachother. A distributedcomputation
mightdividetheappletsin logicalgroupsthatdo interactdirectlywithin but only com-
municatewith theapplicationotherwise(anexamplefor suchanapproachwouldbeto
considerthesegroupsasreplicatedobjects).Oneappletmight bea memberof oneor
severalsuchgroups.

A simpleway to do this is to provide several servicenamesandKF Registries.
Onegroupis identifiedwith oneservicenameandadministeredby oneKF Registry
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object.Theapplicationcreatessuchanobjectfor everygroupit wantsto use(possibly
dynamically). An appletthat wantsto join a certaingroup createsa new remotely
accessibleobjectandpassesthegroup/servicenameto theconstructorof this object.
Thisservicenameis usedto look upandregisterwith thecorrespondingKF Registry.
If anappletwantsto join multiplegroups,it createsoneremotelyaccessibleobjectfor
eachgroup.

Providing callbacks in KF RegistryImpl : The stand-aloneapplicationmight
want to be informedof appletsjoining or leaving the teameven without having the
appletsto explicitly contacttheapplication.An examplefor this might betheneedto
manipulatedatastructurescontainingthereferencesto theremoteobjects—ina Chess
program,all informationaboutthe remoteobjectsmight bedeletedoncetwo players
have joinedandconnectedto eachother.

A callbackmechanismis providedto allow a programmerto reactflexibly to such
events.Beforeandaftera joining remoteobjectis enteredinto KF RegistryImpl ’s
datastructures,themethodspre register() andpost register() arecalled
respectively. In the KF Registry class,theseareemptymethods,but they canbe
redefinedby extendingKF Registry , overwriting thesemethods,andreactingin a
program-specificway to theseevents.

Doing without RMI-Registry: Currently, the official RMI-Registry is neededfor
bootstrappingpurposes:a remoteobjectneedsthe RMI-Registry to look up a refer-
enceof thecorrespondingKF Registry. It might beadvantageousto incorporatethis
functionalityin theKnittingFactoryitself.

3.3.2 Streamson top of RMI

In Java, theusualway of doing I/O of any kind is by usingthe I/O streamsprovided
by the java.io package.To integratethe KnittingFactoryapplet-appletcommuni-
cationseamlesslyinto Java environments,this streamsinterfaceshouldbe usableto
communicatebetweenapplets,too.

An implementationof streamsontopof KnittingFactorycanbedoneby extending
KF Remote / KF RemoteImpl to correspondingKF Stream / KF StreamImpl
which mapsa write() methodcall to a correspondingremotemethodinvocation
andputting thedatain a remotebuffer. The issuehereis how to maintainthis buffer
efficiently while still guaranteeingcorrectsemantics.EveryKF StreamImpl objects
maintainsa readbuffer for all otherobjectsa channelhasbeenopenedto. Bandwidth
andlatency of suchan implementation(which reflectsbandwidthandlatency of the
underlayingRMI implementation)shouldbeinvestigated.
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4 Examples

4.1 Passinga token

A simple exampleto demonstratethe ease–of–useof KnittingFactory is distributed
token–passing:all theappletsin thedistributedcomputationpassa tokenfrom oneto
another, integratingnew appletsandcontinuingevenaftertheapplicationhasdied.

Thesourcecodefor thestand–aloneapplication,herecalledServer , is givenin
Figure5. Notableis thecreationof a KF Manager objectin line 10.

The token itself is representedby thecolor of a circle in thebrowser. Sopassing
thetokenmeansresettingone’sown colorandsettingthecolorof thelogicalneighbor.
Theremoteinterfacethis is shown in Figure6.

Implementingthis interfacerequireslittle work. RingWorkerImpl (Figure7)
doesthis in a straightforwardway. Notethat it alsohasa referenceto theappletitself
to beableto initiatea repaintonceit hasreceivedthetoken.

Eventually, thecorefunctionalityof theappletitself is shown in Figure8 (in par-
ticular, try-catch pairsareomitted—seeAppendixA for a completelisting). This
parthasthelongestcodesinceit mostlyimplementtheactualdrawing of circles,hold-
ing the token for sometime, etc. Note that the actualKnittingFactoryrelatedcode
is very small. The Client appletis derived from KF applet andso hasimme-
diate accessto most of the functionality. Note that in line 14 the init() func-
tion of KF applet is called to extract the RMI–relatedparameterandpreparethe
RingWorkerImpl for theinitialization.Thereby, in line 15only aworker = new
RingWorkerImpl() needsto bewritten- andworkerrefersto anobjectthatknows
aboutall otherapplet’s remoteobjectsandwill beupdateddynamically.

4.2 A sharedwhiteboard

UsingKnittingFactory,asharedwhiteboardis verysimpleto implement.Basically, all
onehasto do is write anappletimplementingtheactualdrawing functionalityanduse
KnittingFactoryclassesto make the drawing functionsaccessibleto otherappletsso
thatdrawing a figurecanbebroadcastedto all otherapplets.Figure9 shows a screen
shotof oursharedwhiteboardapplet.

Thecompletesourcecodefor thewhiteboardexamplecanbefoundin AppendixB.

5 RelatedWork

TheWebhasthepotentialto betheinfrastructurein integratingremoteandheteroge-
neouscomputersinto a (single)global computingresource.The Java programming
languagehasthe potentialof removing many of the difficulties associatedwith un-
trustedandheterogeneouscomputingenvironments.And thegrowing numberof Java
capablebrowsersmake theman idealchoicein seamlesslybringingdistributedcom-
puting to every-daycomputerusers.Thereis growing body of work on how to best
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package ring;

import knittingfactory. � ;

public class Server�
public static void main (String av[ ])�

KF Managers=null ;
try

�
10

s = new KF Manager("ring.Client.class" , 0, "ring" );���
1.) tell the browser to download “Class.class”���
2.) Serverdoesnot use any port���
3.) use “ring” as identifying service name�

catch (java.rmi.RemoteExceptione)
�

System.err.println("couldn't create Manager: " +
e.getMessage());

e.printStackTrace();
return; 20�

s.register ("RMI Test" ,
"http://milan.milan.cs.nyu.edu/cgi-bi n/" );���

register with the description “RMI Test” at���
the registry running on milan.milan.cs.nyu.edu

System.out.println("Server started" );
try

�
Thread.sleep(30000); 30�
catch (InterruptedExceptione)

�
;�

System.out.println("Server unregistering. . ." );
s.deregister ("http://milan/cgi-bin/" );���

and deregister�
�

40

Figure5: Theservercodefor thetokenring example:Server.java
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package ring;
import knittingfactory. � ;
import java.awt.Color;

public interface RingWorker extends KF Remote
�

public void setColor (Color color) thr ows java.rmi.RemoteException;�

Figure6: Theremoteinterface:RingWorker.java

package ring;
import knittingfactory. � ;
import java.awt.Color;
import java.rmi. � ;
import java.applet. � ;

public class RingWorkerImpl extends KF RemoteImpl implements RingWorker
�

pri vate Client myApp;

public RingWorkerImpl() thr ows RemoteException 10�
myApp = null ;�

public RingWorkerImpl(Client c) thr ows RemoteException�
myApp = c;�

public void setColor(Color color) thr ows RemoteException 20�
if (myApp != null )

�
myApp.changeColor(color);
myApp.repaint();�

�
�

Figure7: Theremoteobjectimplementation:RingWorkerImpl.java
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import knittingfactory. � ;
import java.applet. � ;
import java.awt. � ;
import java.rmi. � ;
import java.net.InetAddress;

public class Client extends KF Applet
implements Runnable

�
final int width = 300;
final int height = 200; 10

RingWorkerImpl worker;

public void init()
�

super.init();
worker = new RingWorkerImpl ();
worker.setApplet (this);

���
. . . code cut here. . .�
���

. . . code cut here . . . 20

public void run()
�

while (true)
�

sleep(2000);

if (worker.getColor()!= Color.black)
�

int size = worker.size();
if (size � 1)

�
int myId = worker.getId();
int nextId = ((myId+1) % size);
RingWorker nextWorker = 30

(RingWorker) worker.getWorker(nextId);
worker.setColor(Color.black);
nextWorker.setColor(Color.red);�

�
else
java.lang.Thread.yield();�

�
�

Figure8: Theapplet:Client.java (abbreviatedversion)
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Figure9: Screenshotof sharedwhiteboardshowing threeappletsrunningon different
machines

utilize the combinationof thesenew technologies.This work canbe looselycatego-
rizedbasedon their emphasis:thosethat focuson providing a parallelprogramming
environment,or a metacomputer, on the Web; andthosethat focuson providing the
infrastructurefor collaborativeapplicationson theWeb.

5.1 Metacomputing on the Web

Theprojectsthatfocuson a Java-basedparallelcomputingincludeATLAS [1], Char-
lotte [2], Java-MPI [21], JavaParty, [17], Javelin [6], JPVM [10], ParaWeb [5], and
WebFlow [4]. Similarly, Web-enabledconcurrentvirtual machineshave beenpro-
posed[12] asaHigh PerformanceComputingandCommunications(HPCC)platform,
asa basisfor SPMD programmingmodel[14]; andit hasbeenproposed[11] to ex-
tendJavawith globalpointersandremoteservicerequestmechanismsfrom theNexus
communicationlibrary.

JPVM andJava-MPI provide messagepassinginterfaces,basedon the PVM and
MPI programmingmodelsrespectively, to applications.Java is utilized only for het-
erogeneity. Both systemslack the ability to downloadthe applicationcodefrom the
network,andusersarerequiredto explicitly startdaemonprocessesoneachparticipat-
ing machine.Theselimit theirapplicabilityto localnetworksof workstations.

Anotherclassof systemsextendeithertheJava programminglanguage,or its run-
timeenvironment(i.e., theJavaVirtual Machine)to provideseamlessdistributedcom-
putations.ProjectssuchasJavaParty, ParaWebandthework proposedby Hummelet
al.aresuchexamples.JavaParty introducesthe keyword remoteto the programming
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language.Programsarethenpreprocessedby anextendedJava compilerto standard
Javawith RMI calls.A runtimesystemthatcomprisesof asinglemanager processand
aLocalJPprocessoneachsitesupportstheexecutionof JavaPartyprograms.ParaWeb
is an implementationof theJava Virtual Machine. It allows spawning threadson re-
motemachines,providesmessagepassingandsharedmemorysemantics.Both sys-
temssuffer from a tight integrationto thecurrentJava implementation,andrequirea
non-standardimplementation.Hence,unlikeKnittingFactory, they arenotableto exe-
cuteon remoteautonomousmachines,andspecifically, within a usersWebbrowser.

ATLAS is a Java basedsoftwarethat is basedon Cilk’s programmingmodeland
work-stealingdistributedscheduling.Theirhierarchyof managerapplicationsprovides
a scalablemethodfor idle worker processesto find, andhence,to stealthreadsform
otherbusyworkers.ATLAS relieson native methodsand,in thecurrentimplementa-
tion, thereis nosupportfor sharedvariablesamongthreads.Theuseof nativemethods
preventstheapplicabilityof ATLAS to theWebsinceportability, security, andthelack
of theability to downloadtheapplicationcodebecomesanissue.

CharlotteandJavelin aretwo 100%PureJava softwaresystemsthatwerespecif-
ically designedfor parallelprogrammingon the Web with simplicity in mind. Their
designandhow they canbenefitby usingthe infrastructureprovidedby KnittingFac-
tory will bediscussedin Section6.

5.2 Collaborativeapplicationson the Web

Thesecondcategory of projectsfocusproviding a softwareinfrastructurefor collabo-
rationapplications.Examplesof suchapplicationsaredistributedwhiteboards,calen-
dars,andeditorswheremultipleuserscollaboratetowardsonegoal.Softwaresystems
thatsupportcollaborative applicationsincludetheE programminglanguage[9], Cal-
techInfosphereproject[7], HORB[18], iBus [16], Jada/PageSpace[8], Java Collabo-
ratorToolset[15], Java RemoteMethodInvocation(RMI) [19], JavaSpaces[13], and
TANGO [3].

The E programminglanguageand HORB extendsJava in several ways. The E
languageaddsmessagepassingthroughchannelsandrichersecuritythroughcrypto-
graphicandauthentication.HORB is a ObjectRequestBroker (ORB) for Java and
addsawell understoodprogrammingmodel,RPC,andpersistentobjects.BothHORB
andE aretightly integratedwith a givenJava implementation.

Java RemoteMethodInvocation(RMI) asa standardpartof theJava 1.1 specifi-
cationprovidesRPCmechanismsto Java. KnittingFactorybuilds on theclient/server
RPCmodelto provideseamlessintegrationof appletswith RMI. JadaandJavaSpaces
integratetheconceptsof Lindawith Java. WhereasJadausesaLinda-liketuplemodel,
JavaSpacesutilizesobjecthierarchiesfor tuplematching.PageSpaceis acollaboration
softwarepackagethat is built on top of Jada. Becauseof their communicationpat-
terns,thesesystemscanfunctionasapplicationsandnot asapplets,hence,limit their
applicabilityto localnetworksof workstations.

Java CollaboratorToolsetand TANGO provide the infrastructurefor collabora-
tive Java applications.They areof specialinterestto us sincethey both utilize Web
browsersasusersfront-end,andhence,bothhave to work within theJava appletsecu-
rity model.Theirdesignandhow they canbenefitby usingtheinfrastructureprovided
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by KnittingFactorywill bediscussedin Section6.

6 KnittingF actory in Context

Thissectiondiscusseshow somerelatedprojectscouldbenefitfromusingKnittingFac-
tory. As in Section5, wewill treatprojectsfor parallelprogrammingandcollaborative
work separately.

6.1 Metacomputing on the Web

As examplesof theresearcheffortsaimingto provideametacomputeron theWeb,we
focuson theJavelin andCharlotteprojects.

6.1.1 Javelin

Javelin is a projectatUniversityof California,SantaBarbara,supportingthedevelop-
mentandexecutionof parallelapplicationsontheWeb. Javelin is 100%PureJava,and
hence,it utilizesJava’ssecuritymodelandits ability to downloadtheapplicationcode
overanetwork.

Therearethreemaincomponentsin a Javelin computation:a broker, a client, and
hosts. A broker is a system-wideJava applicationthat functionsasa repositoryfor
theJava appletprograms,andmatchestheclient taskswith hosts.A client submitsa
taskto thebroker througha Webbrowsersby generatinganHTTP POST-request,and
periodicallypollsthebrokerfor theresults.HostsareWebbrowsers(generallyrunning
on idle machines)that repeatedlycontactthe broker for tasksto perform,download
the appletcode,executeit to completion,and return the resultsto the broker. The
communicationbetweenany two appletsis routedthroughthebroker asstatedin [6]
(Section2.4)

In general,messagesbetweenappletmustberoutedthroughthebro-
ker, becauseanappletcannotopena network connectionto any siteother
thentheonefrom which it wasloaded.

Ontopof this framework,Javelin provideslanguagesupportfor synchronization,mes-
sagepassing,anda tuplespacemodelof communication.

While the Javelin is a greatsteptowardsparallelprogrammingon the Web, it is
hinderedby Java appletsecuritymodel.For example,sincehostsrequirea directcon-
nectionto thebroker, anHTTP server (andpossiblyandFTPserver)mustberunning
on thesamemachineasthebroker. Scalabilitymightalsobecomeanissuesinceevery
messageof everyparallelapplicationis routedthroughthebroker.

While thefunctionalityof Javelin transcendsKnittingFactory’sgoals,KnittingFac-
torycanprovideaflexible infrastructure.First,KnittingFactorycanprovidethemecha-
nismfor clientandhostappletsto searchtheWebandfind eachotherdirectly. Second,
theembeddedlight-weightJava classserver of KnittingFactorycanpossiblybe used
to offload someof the responsibilitiesof the system-widebroker. And finally, the
applet-to-appletcommunicationmechanismprovidedby KnittingFactorycanremove
themessageroutingby thebroker for higherscalability.
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6.1.2 Charlotte

Charlotteis a researchproject at New York University providing a metacomputing
environmenton theWeb. Similar to Javelin, Charlotteis written in Java anddoesnot
rely on any native code,and thus, takes advantageof Java’s securitymodeland its
ability to downloadtheapplicationcodeovera network.

Charlotteis basedon Calypso’s programmingmodel to provide parallel routines
andsharedmemoryabstractionon distributedmachines.It relieson two integrated
techniques,eager schedulingand two-phaseidempotentexecutionstrategy for load
balancingandfault masking.A Charlotteprogramis a Java programwith embedded
parallelstepsto performthecomputationallyintensivepartsof theprogram.A parallel
stepis composedof oneor moreroutines. A routineis analogousto a standardJava
thread,except for its ability to executeremotely. A distributed sharedname-space
providessharedvariablesamongroutines.

Thereare two main componentsin a Charlotteprogram: a master, and one or
moreworkers. The masteris a Java applicationthat createsan entry in a Web page
at invocation. A worker is a Webbrowsergenerallyrunningon an idle machine.By
clicking onanentry, aworkerdownloadsandexecutestheappletcode.A directsocket
connectionprovidesthemanager-workercommunication.

As with theJavelin project,Charlotteis alsohinderedby theJava appletsecurity
model. For example,themanageris requiredto run on a machinerunninganHTTP
server, otherwiseworker appletscould not establisha direct communicationchannel
to the manager. In addition,Charlottedoesnot addressthe questionof how a Web
browser, i.e., the worker, finds work. The current implementationrequiresmanual
input of the URL location. KnittingFactorywas designedto addressboth of these
questions.As a proof of concept,we have portedCharlotteto useKnittingFactoryas
theunderlyinginfrastructure.It requiredlessthan12 linesof code.

6.2 Collaborativeapplicationson the Web

As examplesfor projectsgearedtowardscollaborativework, we focuson TANGO [3]
andtheJavaCollaboratorToolset[15].

6.2.1 TANGO

TANGO is asystembuilt to supportweb-basedcollaborationapplications.Main goals
of TANGO are systemflexibility and the capability of integrating existing applica-
tions. TANGO providesfunctionalitiessuchassessionmanagement,userauthenti-
cation,event logging,andcommunicationbetweencollaboratingapplications.While
this certainly transcendsKnittingFactory’s goals,a closerlook at TANGO’s system
architectureshowshow it canbenefitfrom KnittingFactory’scapabilities.

Themainelementsof TANGO’s architecturearea local daemonwhich is mainly
responsiblefor communicationbetweendifferentTANGO components,anda central
server. This server providesevent logging, maintenanceof systemstate,andrelays
messagesbetweenthe local daemons.Sincethe local daemonis implementedas a
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plug-in for Netscape,it is freeto communicatewith otherdaemons,but it is no longer
trustedcodeandrequireslocal installation.

On theotherhand,[3] statesexplicitly (in Section2.5)that

UsingpureJava modelwe would have to createa client-servermodel
in which all communicationanddatadistribution arelocatedin onehost.
This ideahadto berejectedbecauseof its inflexibility .

Thus, the local daemonis merelyan attemptto circumvent the restrictionsimposed
uponthecommunicationpatternsby theJavasecuritymodel.KnittingFactorypresents
a methodfor reachingthesamegoal—namelydirectandarbitrarycommunicationbe-
tweenremoteapplets–withoutrelyingon native-codeplug-insor having to relaymes-
sagesthrougha centralserver. As opposedto the local daemon,KnittingFactory is
fully implementedin Java, it doesnot faceportabilityproblemsthatnative-codemeth-
odsnaturallyhaveto copewith, andit is fully trustedcode,respectingtheJavasecurity
model,anddoesnot requireinstallationon theuser’sside.

6.2.2 Java Collaborator Toolset

The Java CollaboratorToolsetis a platform supportingthe designand implementa-
tion of collaborativeJava applications.It is realizedasa replacementfor thestandard
Java AbstractWindow Toolkit (awt), collawt. Themainfunctionalityof thesecollawt
classesis that every event (e.g.,a mouseclick) is sendto a centraleventdistributor
processthat redistributestheseeventsto all otherapplets.Sincetheeventdistributor
is usedto forwardeventsof multiple applications,eventscarry(amongotherinforma-
tion) anapplicationid sothatthey areonly forwardedto appletsbelongingto thesame
distributedapplication.

This centralizedeventdistributor shows thetypical dangers:it representsa single
point of failure (for multiple, independentapplicationson top of it) andhasa severe
chanceof becominga bottleneck.Additionally, this eventdistributor mustrun on the
HTTP server hostthatprovidestheappletcodeto allow theappletsto opena connec-
tion to it.

Using KnittingFactory, this designcanbe improveduponin an obvious fashion.
Replacingboth the event distributor andthe HTTP server, a KnittingFactoryprocess
servestheappletcodeto a browsersandsetsup thedirectapplet-appletcommunica-
tion. Thereby, appletscansendtheireventsdirectly to otherinterestedappletsimprov-
ing scalability. It alsoimprovesfault tolerancesince,unlike theeventdistributor, the
KnittingFactoryprocessis only neededduringset-uptime.

Oneadvantageof a centralizeddistributor is the implicit synchronizationit pro-
vides.But providing (virtual) synchrony ontopof theKnittingFactorybroadcastcapa-
bilities is merelyamatterof implementingappropriateprotocols,e.g.,thetoken-based
Totemprotocol.

NotethatusingKnittingFactorywouldonly requirechangesin theimplementation
of collawt; theuserinterfaceremainsunchanged.
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7 Conclusions

KnittingFactoryprovidessolutionsfor threeproblemswith which collaborative and
parallelInternetapplicationsarefaced.

Theregistryservicesolvestheproblemof how collaborativeappletsfind eachother.
This is achievedby executingbreadth-firstsearchin theWebbrowserof a prospective
partner, andadheresto thebrowserssecuritymodel.By embeddingthecorefunction-
alitiesof anHTTPserver, namelyservingJavaappletcode,applicationscanbestarted
onany machineconnectedto thenetwork,appletscanbedownloadeddirectlyfrom the
applicationprocess,andcanthereforeestablishdirectconnections.Thus,the initiator
of a collaborative applicationdoesnot needto have accessto a machinerunningan
HTTP server. KnittingFactoryalsoallows largerflexibility in designinga distributed
applicationby providing meansfor direct applet-appletcommunication.Depending
on the actualapplication,this canresult in improved fault tolerance,scalabilityand
efficiency. KnittingFactorycompletelyadheresto all relevant standardsandsecurity
models.

Thevalidity andeaseof useof KnittingFactoryis demonstratedwith two example
applications:tokenpassinganda sharedwhiteboard.In bothapplicationswe demon-
stratetheefficiency of ourembeddedappletserverandapplet-to-appletcommunication
withoutanintermediary. ThetechniquesvalidatedthroughtheKnittingFactoryareap-
plicablenot only to collaborative systems,but to parallelprogrammingsystemssuch
asCharlotteto overcomemany of thedifficultiesimposedby theJava securitymodel.
It is importantto repeatthat KnittingFactorycompletelyadheresto the Java security
model.
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A The Client codefor Tokenpassing

Thisappendixshowsthecompletecodefor theClient–Appletfrom Section4.

package ring;
import knittingfactory. � ;
import java.applet. � ;
import java.awt. � ;
import java.rmi. � ;
import java.net.InetAddress;

public class Client extends KF Applet implements Runnable �
final int width = 300; 10
final int height = 200;
Color myColor;
RingWorkerImpl worker;

public void init() �
super.init();
try �

worker = new RingWorkerImpl (this);�
catch (RemoteExceptione) � 20
e.printStackTrace();�

System.out.println ("created RingworkerImpl" );
if (worker == null)

System.out.println ("but it is null!!!" );

if (worker.size() ==1)
changeColor(Color.red);

else
changeColor(Color.black); 30

Threadartist = new Thread(this);
artist.start();�

public void paint(Graphicsg) �
int size = worker.size();

int maxx = width � 2; 40
int maxy = height � 2;

double del = 2 � java.lang.Math.PI � size;
double angle = 0;
for (int i=0; i � size; i++) �

int x = (int)(maxx � java.lang.Math.cos(angle));
int y = (int)(maxy � java.lang.Math.sin(angle));
String str;
if (i == worker.getId()) �

str = "me" ; 50
g.setColor(getColor());�
else �
str = "worker:" +i;
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g.setColor(Color.black);�
g.drawString(str, maxx+x, maxy+y);
g.drawOval(maxx+x, maxy+y, 20, 20);
angle+=del;�

�
60

synchronized public void changeColor(Color c) �
myColor = c;�

synchronized public Color getColor() �
return myColor;�

70

static void sleep(int i) �
try � java.lang.Thread.sleep(i);

�
catch (Exceptione) � ��

public void run() �
while (true) �

repaint(); 80
java.lang.Thread.yield();
sleep (3000);

if (getColor() != Color.black) �
int size = worker.size();
if (size � 1) �

int myId = worker.getId();
int nextId = ((myId+1) % size);
RingWorker nextWorker = (RingWorker) worker.getRemoteObject(nextId);
try � 90
��� System.out.println(“thr owing from ” + myId + “ to ” + nextId);
nextWorker.setColor(Color.red);
changeColor(Color.black);�
catch (RemoteExceptione) �
e.printStackTrace();�

�
�

else �
java.lang.Thread.yield();�

100�
�

�
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B The Whiteboard code

B.1 Server.java

package whiteboard;
import knittingfactory. � ;

public class Server �
public static void main (String av[ ]) �

KF Managers=null ;
try �

s = new KF Manager("whiteboard.WhiteBoard.class" , 0, "whiteboard" );
��� 1.) tell the browser to download“whiteboard.WhiteBoard.class” 10
��� 2.) Server doesnot use any port
��� 3.) use “whiteboard” as identifying servicename�
catch (java.rmi.RemoteExceptione) �
System.err.println("Couldn't create Manager: " + e.getMessage());
e.printStackTrace();
return;�

s.setAppletDimensions(500, 400);
20

System.out.println("Server started" );
��� let’s forget about the Part1 - registering� deregistering for the moment:

���
s.register (“RMI Test”, “http: ��� milan.milan.cs.nyu.edu� cgi-bin� ”);
��� s.register (“RMI Test”, “http: ��� localhost� cgi-bin� ”);
��� register with the description “RMI Test” at
��� the registry running on milan.milan.cs.nyu.edu

System.out.println(“Server started”); 30
try � Thread.sleep(30000);

�
catch (InterruptedExceptione) � �

System.out.println(“Server going down”);
s.deregister (“http: ��� milan� cgi-bin� ”);
��� s.deregister (“http: ��� localhost� cgi-bin� ”);
��� and deregister

����
40�

B.2 RemoteBoard.java

package whiteboard;
import knittingfactory. � ;
import java.awt.Color;

public interface RemoteBoardextends KF Remote �
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public void drawLine(Color color, int startx, int starty, int endx, int endy) throws java.rmi.RemoteException;
public void drawRect(Color color, int x, int y, int width, int height) throws java.rmi.RemoteException;
public void fillRect(Color color, int x, int y, int width, int height) throws java.rmi.RemoteException;
public void drawOval(Color color, int x, int y, int width, int height) throws java.rmi.RemoteException; 10
public void fillOval(Color color, int x, int y, int width, int height) throws java.rmi.RemoteException;
public void showKey(Color color, int x, int y, char ch) throws java.rmi.RemoteException;
public void clearBoard() throws java.rmi.RemoteException;�

B.3 RemoteBoardImpl.java

package whiteboard;
import knittingfactory. � ;
import java.applet.Applet;
import java.awt. � ;

public class RemoteBoardImplextends KF RemoteImpl implements RemoteBoard�
WhiteBoardmyApplet;

public RemoteBoardImpl(WhiteBoard applet) throws java.rmi.RemoteException� 10
myApplet = applet;�

public void drawLine(Color color, int startx, int starty, int endx, int endy) throws java.rmi.RemoteException�
myApplet.drawLine(color, startx, starty, endx, endy, false, true);�

public void drawRect(Color color, int x, int y, int width, int height) throws java.rmi.RemoteException � 20
myApplet.drawRect(color, x, y, width, height, false, true);�

public void fillRect(Color color, int x, int y, int width, int height) throws java.rmi.RemoteException �
myApplet.fillRect(color, x, y, width, height, false, true);�

public void drawOval(Color color, int x, int y, int width, int height) throws java.rmi.RemoteException� 30
myApplet.drawOval(color, x, y, width, height, false, true);�

public void fillOval(Color color, int x, int y, int width, int height) throws java.rmi.RemoteException �
myApplet.fillOval(color, x, y, width, height, false, true);�

public void showKey(Color color, int x, int y, char ch) throws java.rmi.RemoteException � 40
myApplet.showKey(color, x, y, ch, false);�

public void clearBoard() throws java.rmi.RemoteException�
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myApplet.clearBoard(false);�
�

B.4 WhiteBoard.java

package whiteboard;
import knittingfactory. � ;
import java.applet.Applet;
import java.awt. � ;
import java.awt.event. � ;

��� addeda booleanparameter remotelyinvoced to the draw. . . routines
��� this � should� fix the problem of wrong colors when drawing from a
��� remotewhiteboard – hk 10

public class WhiteBoardextends KF Applet
implements Runnable,MouseListener,MouseMotionListener�

pri vate final int FREEHAND = 0; ��� freehanddrawing mode
pri vate final int LINE = 1; ��� line drawing mode
pri vate final int RECT = 2; ��� rectangledrawing mode
pri vate final int FILLRECT = 3; ��� fill rectangledrawing mode
pri vate final int OVAL = 4; ��� oval drawing mode
pri vate final int FILLOVAL = 5; ��� fill oval drawing mode
pri vate final int TEXT = 6; ��� text mode 20

pri vate Thread animator = null ; ��� does the actual drawing
pri vate Image offScreen = null ; ��� for doublebuffering

pri vate Color XorAlternateColor= new Color(255,150,255);
��� light pink

��� various buttons
pri vate Button blackButton,blueButton,cyanButton,darkGrayButton,

grayButton,greenButton,lightGrayButton,magentaButton, 30
orangeButton,pinkButton, redButton,yellowButton;

pri vate Button freehandButton,lineButton, rectButton,fillRectButton,
ovalButton, fillOvalButton, textButton, clearButton;

pri vate Panel modePanel; ��� panel of various drawing modes
pri vate int currMode; ��� currently active mode
pri vate Panel colorPanel; ��� panel of various foreground colors
pri vate Color currColor; ��� current foreground color
pri vate Choice fontChoice; ��� choice of available fonts

40
pri vate boolean mouseDown; ��� true if mousebutton is pressed

��� mouseDownalso servesas indicator wether or not to
��� use XOR-drawing modeor standard mode
��� – hk

pri vate int downX, downY; ��� coords when mousebutton was pressed
pri vate int currX, currY; ��� current mousecoords if pressed
pri vate int lastX, lastY; ��� mousecoords at last update()call
pri vate int imageWidth, imageHeight; ��� size of drawing area

31



pri vate int offX, offY; ��� coord offsets for drawing area 50

pri vate RemoteBoardImplremoteBoard;

��� —————————————————————
��� Standard applet methodsin order of invocation
��� —————————————————————

public void init() � 60
��� System.err.println (“WhiteBoard: before calling super.init()”);
super.init();
��� System.err.println (“WhiteBoard: after calling super.init()”);
setBackground(Color.white);

��� create buttons
blackButton= new Button(" " );
blackButton.setBackground(Color.black);
blueButton= new Button(" " );
blueButton.setBackground(Color.blue); 70
cyanButton= new Button(" " );
cyanButton.setBackground(Color.cyan);
darkGrayButton= new Button();
darkGrayButton.setBackground(Color.darkGray);
grayButton= new Button();
grayButton.setBackground(Color.gray);
greenButton= new Button();
greenButton.setBackground(Color.green);
lightGrayButton= new Button();
lightGrayButton.setBackground(Color.lightGray); 80
magentaButton= new Button();
magentaButton.setBackground(Color.magenta);
orangeButton= new Button();
orangeButton.setBackground(Color.orange);
pinkButton = new Button();
pinkButton.setBackground(Color.pink);
redButton= new Button();
redButton.setBackground(Color.red);
yellowButton = new Button();
yellowButton.setBackground(Color.yellow); 90

freehandButton= new Button("Freehand" );
freehandButton.setBackground(Color.lightGray);
lineButton = new Button("Line" );
lineButton.setBackground(Color.lightGray);
rectButton= new Button("Rectangle" );
rectButton.setBackground(Color.lightGray);
fillRectButton = new Button("Filled Rectangle" );
fillRectButton.setBackground(Color.lightGray);
ovalButton = new Button("Oval" ); 100
ovalButton.setBackground(Color.lightGray);
fillOvalButton = new Button("Filled Oval" );
fillOvalButton.setBackground(Color.lightGray);
textButton = new Button("Text" );
textButton.setBackground(Color.lightGray);
clearButton= new Button("Clear" );
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clearButton.setBackground(Color.gray);

��� createdchoice for fonts
fontChoice= new Choice(); 110
String[] fontList = Toolkit.getDefaultToolkit().getFontList();
for (int i = 0; i � fontList.length; i++)

fontChoice.addItem(fontList[i]);
fontChoice.select("Courier" );
setFont(Font.decode("Courier" ));

��� create panels
colorPanel = new Panel();
colorPanel.setLayout(new GridLayout(12,1));
��� colorPanel.add(new Label(“Color”)); 120
colorPanel.add(blackButton);
colorPanel.add(darkGrayButton);
colorPanel.add(grayButton);
colorPanel.add(lightGrayButton);
colorPanel.add(blueButton);
colorPanel.add(cyanButton);
colorPanel.add(greenButton);
colorPanel.add(yellowButton);
colorPanel.add(orangeButton);
colorPanel.add(pinkButton); 130
colorPanel.add(magentaButton);
colorPanel.add(redButton);

modePanel = new Panel();
modePanel.setLayout(new GridLayout(2,4));
��� modePanel.add(new Label(“Mode”));
modePanel.add(freehandButton);
modePanel.add(rectButton);
modePanel.add(ovalButton);
modePanel.add(textButton); 140
modePanel.add(lineButton);
modePanel.add(fillRectButton);
modePanel.add(fillOvalButton);
modePanel.add(clearButton);
��� modePanel.add(fontChoice);

setLayout(new BorderLayout());
add("East" , colorPanel);
add("South" , modePanel);

150
��� choosedefaults
currMode = FREEHAND;
currColor = Color.black;

offX = colorPanel.minimumSize().width+ 1;
offY = modePanel.minimumSize().height+ 1;

��� initialize event handling
this.addMouseListener(this);
this.addMouseMotionListener(this); 160

��� initialize remoteboard
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try � remoteBoard= new RemoteBoardImpl(this);
�

catch (java.rmi.RemoteExceptione) � e.printStackTrace();
�

�

public void start() �
animator= new Thread(this); 170
animator.start();�

public void run() �
��� initialize drawing buffers and context
imageWidth = size().width � offX � 1;
imageHeight= size().height � offY � 1;
offScreen = this.createImage(imageWidth, imageHeight);

180
System.err.println("Hello from WhiteBoard" );

��� draw outline of drawing area
Graphicsg = offScreen.getGraphics();
g.setColor(Color.black);
g.drawRect(0, 0, imageWidth + 1, imageHeight+ 1);

g = this.getGraphics();
while (true) �

Thread.currentThread().yield(); 190

g.drawImage(offScreen,1, 1, this);
repaint();

try � Thread.sleep(100);
�

catch (InterruptedExceptione) � �
�

�

200
public void update(Graphicsg) �

getGraphics().setColor(Color.black);
getGraphics().drawRect(0, 0, imageWidth + 1, imageHeight+ 1);�

public String getAppletInfo() �
return "Mehmet's little KnittingFactory demo: \n--- A simple shared whiteboard. ---" ;�

210

public void stop() �
if (animator != null)

animator.stop();�

��� ————————————————————— 220

34



��� Event handling routines
��� —————————————————————

public boolean action(Event event, Object arg) �
��� System.out.println(“gotevent: ” + event.target + “:” + arg);
if (event.target == blackButton)

currColor = Color.black;
else if (event.target == blueButton)

currColor = Color.blue;
else if (event.target == cyanButton) 230

currColor = Color.cyan;
else if (event.target == darkGrayButton)

currColor = Color.darkGray;
else if (event.target == grayButton)

currColor = Color.gray;
else if (event.target == greenButton)

currColor = Color.green;
else if (event.target == lightGrayButton)

currColor = Color.lightGray;
else if (event.target == magentaButton) 240

currColor = Color.magenta;
else if (event.target == orangeButton)

currColor = Color.orange;
else if (event.target == pinkButton)

currColor = Color.pink;
else if (event.target == redButton)

currColor = Color.red;
else if (event.target == yellowButton)

currColor = Color.yellow;
250

else if (event.target == freehandButton)
currMode = FREEHAND;

else if (event.target == lineButton)
currMode = LINE;

else if (event.target == rectButton)
currMode = RECT;

else if (event.target == fillRectButton)
currMode = FILLRECT;

else if (event.target == ovalButton)
currMode = OVAL; 260

else if (event.target == fillOvalButton)
currMode = FILLOVAL;

else if (event.target == textButton)
currMode = TEXT;

else if (event.target == fontChoice) �
fontChoice.select((String)arg);
setFont(Font.decode((String)arg));�

else if (event.target == clearButton)
clearBoard(true); 270

else
return super.action(event, arg);

return true;�

public boolean keyDown(Event event, int key) �
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char ch = (char)event.key;
if ((currMode == TEXT) && (event.id == Event.KEY PRESS)) �

switch(ch) � 280
case '\t' :

currX += 15;
return true;

case '\n' :
currX = 7;
currY += 15;
return true;

default:
showKey(currColor, currX, currY, ch, true);
repaint(); 290
currX += 7;
return true;�

�
return false;�

public void mousePressed(MouseEvent e) �
lastX = downX = currX = e.getX(); 300
lastY = downY = currY = e.getY();
mouseDown = true;�

public void mouseDragged(MouseEvent e) �
currX = e.getX();
currY = e.getY();

��� draw over the old figure and draw the new one 310
if (mouseDown)�
��� System.out.println (“mouseDragged: lx=” + lastX + “ ly=”+lastY
��� +“ cx=” + currX + “cy=” + currY );

switch(currMode) �
caseFREEHAND:

drawLine(currColor, lastX, lastY, currX, currY, true, false);
break;

caseLINE: 320
drawLine(currColor, downX, downY, lastX, lastY, false, false);
drawLine(currColor, downX, downY, currX, currY, false, false);
break;

caseRECT:
caseFILLRECT:

drawRect(currColor,Math.min(downX, lastX), Math.min(downY, lastY),
Math.abs(downX � lastX), Math.abs(downY � lastY), false, false);

drawRect(currColor,Math.min(downX, currX), Math.min(downY, currY),
Math.abs(downX � currX), Math.abs(downY � currY), false, false);

break; 330
caseOVAL:
caseFILLOVAL:

drawRect(currColor,Math.min(downX, lastX), Math.min(downY, lastY),
Math.abs(downX � lastX), Math.abs(downY � lastY), false, false);
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drawOval(currColor, Math.min(downX, lastX), Math.min(downY, lastY),
Math.abs(downX � lastX), Math.abs(downY � lastY), false, false);

drawRect(currColor,Math.min(downX, currX), Math.min(downY, currY),
Math.abs(downX � currX), Math.abs(downY � currY), false, false);

drawOval(currColor, Math.min(downX, currX), Math.min(downY, currY),
Math.abs(downX � currX), Math.abs(downY � currY), false, false); 340

break;�
�

lastX = currX;
lastY = currY;

�

350
public void mouseReleased(MouseEvent e) �

switch(currMode) �
caseLINE:

drawLine(currColor, downX, downY, lastX, lastY, false, false);
mouseDown = false;
drawLine(currColor, downX, downY, currX, currY, true, false);
break;

caseRECT:
drawRect(currColor,Math.min(downX, lastX), Math.min(downY, lastY),

Math.abs(downX � lastX), Math.abs(downY � lastY), false, false); 360
mouseDown = false;
drawRect(currColor,Math.min(downX, lastX), Math.min(downY, lastY),

Math.abs(downX � lastX), Math.abs(downY � lastY), true, false);
break;

caseFILLRECT:
drawRect(currColor,Math.min(downX, lastX), Math.min(downY, lastY),

Math.abs(downX � lastX), Math.abs(downY � lastY), false, false);
mouseDown = false;
fillRect(currColor,Math.min(downX, lastX), Math.min(downY, lastY),

Math.abs(downX � lastX), Math.abs(downY � lastY), true, false); 370
break;

caseOVAL:
drawRect(currColor,Math.min(downX, lastX), Math.min(downY, lastY),

Math.abs(downX � lastX), Math.abs(downY � lastY), false, false);
drawOval(currColor, Math.min(downX, lastX), Math.min(downY, lastY),

Math.abs(downX � lastX), Math.abs(downY � lastY), false, false);
mouseDown = false;
drawOval(currColor, Math.min(downX, lastX), Math.min(downY, lastY),

Math.abs(downX � lastX), Math.abs(downY � lastY), true, false);
break; 380

caseFILLOVAL:
drawRect(currColor,Math.min(downX, lastX), Math.min(downY, lastY),

Math.abs(downX � lastX), Math.abs(downY � lastY), false, false);
drawOval(currColor, Math.min(downX, lastX), Math.min(downY, lastY),

Math.abs(downX � lastX), Math.abs(downY � lastY), false, false);
mouseDown = false;
fillOval(currColor, Math.min(downX, lastX), Math.min(downY, lastY),

Math.abs(downX � lastX), Math.abs(downY � lastY), true, false);
break;�

390�
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��� Unusedmethodsfrom MouseListenerinterface
public void mouseClicked(MouseEvent e) � �
public void mouseEntered(MouseEvent e) � �
public void mouseExited(MouseEvent e) �

if (mouseDown)�
��� remove anything painted:
switch(currMode) � 400
caseLINE:

drawLine(currColor, downX, downY, lastX, lastY, false, false);
mouseDown = false;
break;

caseRECT:
drawRect(currColor,Math.min(downX, lastX), Math.min(downY, lastY),

Math.abs(downX � lastX), Math.abs(downY � lastY), false, false);
mouseDown = false;
break;

caseFILLRECT: 410
drawRect(currColor,Math.min(downX, lastX), Math.min(downY, lastY),

Math.abs(downX � lastX), Math.abs(downY � lastY), false, false);
mouseDown = false;
break;

caseOVAL:
drawRect(currColor,Math.min(downX, lastX), Math.min(downY, lastY),

Math.abs(downX � lastX), Math.abs(downY � lastY), false, false);
drawOval(currColor, Math.min(downX, lastX), Math.min(downY, lastY),

Math.abs(downX � lastX), Math.abs(downY � lastY), false, false);
mouseDown = false; 420
break;

caseFILLOVAL:
drawRect(currColor,Math.min(downX, lastX), Math.min(downY, lastY),

Math.abs(downX � lastX), Math.abs(downY � lastY), false, false);
drawOval(currColor, Math.min(downX, lastX), Math.min(downY, lastY),

Math.abs(downX � lastX), Math.abs(downY � lastY), false, false);
mouseDown = false;
break;

�
430�

�

��� Unusedmethodsfrom MouseMotionListenerinterface
public void mouseMoved(MouseEvent e) � �

��� ————————————————————— 440
��� Drawing and broadcastingroutines
��� —————————————————————

public void drawLine(Color color, int startX, int startY, int endX, int endY,
boolean bcast,boolean remotely invoced) �

Graphicsg = offScreen.getGraphics();
if (mouseDown && (currMode != FREEHAND) && (!remotely invoced))
��� all the remoyelyinvoced stuff is drawn with setPaintMode -� otherwise
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��� wrong colors
��� but FREEHANDis a special case: always drawn with setPaintMode 450
g.setXORMode(XorAlternateColor);

else
g.setPaintMode();

drawLine(g, color, startX, startY, endX, endY);

if (bcast) �
int size = remoteBoard.size();
int me = remoteBoard.getId();
for (int i=0; i � size; i++)

if (i != me) � 460
RemoteBoardother = (RemoteBoard)remoteBoard.getRemoteObject(i);
try � other.drawLine(color, startX, startY, endX, endY);

�
catch (java.rmi.RemoteExceptione) � �

�
�

�

public void drawRect(Colorcolor, int x, int y, int width, int height,
boolean bcast,boolean remotely invoced) � 470

Graphicsg = offScreen.getGraphics();
if (mouseDown && (!remotely invoced))

g.setXORMode(XorAlternateColor);
else

g.setPaintMode();
drawRect(g, color, x, y, width, height);

if (bcast) �
int size = remoteBoard.size();
int me = remoteBoard.getId(); 480
for (int i=0; i � size; i++)

if (i != me) �
RemoteBoardother = (RemoteBoard)remoteBoard.getRemoteObject(i);
try � other.drawRect(color, x, y, width, height);

�
catch (java.rmi.RemoteExceptione) � �

�
�

�

490
public void fillRect(Color color, int x, int y, int width, int height,

boolean bcast,boolean remotely invoced) �
Graphicsg = offScreen.getGraphics();
if (mouseDown && (!remotely invoced))

g.setXORMode(XorAlternateColor);
else

g.setPaintMode();
fillRect(g, color, x, y, width, height);

if (bcast) � 500
int size = remoteBoard.size();
int me = remoteBoard.getId();
for (int i=0; i � size; i++)

if (i != me) �
RemoteBoardother = (RemoteBoard)remoteBoard.getRemoteObject(i);
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try � other.fillRect(color,x, y, width, height);
�

catch (java.rmi.RemoteExceptione) � �
�

�
�

510

public void drawOval(Color color, int x, int y, int width, int height,
boolean bcast,boolean remotely invoced) �

Graphicsg = offScreen.getGraphics();
if (mouseDown && (!remotely invoced))

g.setXORMode(XorAlternateColor);
else

g.setPaintMode();
drawOval(g, color, x, y, width, height); 520

if (bcast) �
int size = remoteBoard.size();
int me = remoteBoard.getId();
for (int i=0; i � size; i++)

if (i != me) �
RemoteBoardother = (RemoteBoard)remoteBoard.getRemoteObject(i);
try � other.drawOval(color, x, y, width, height);

�
catch (java.rmi.RemoteExceptione) � �

�
530�

�

public void fillOval(Color color, int x, int y, int width, int height,
boolean bcast,boolean remotely invoced) �

Graphicsg = offScreen.getGraphics();
if (mouseDown && (!remotely invoced))

g.setXORMode(XorAlternateColor);
else 540

g.setPaintMode();
fillOval(g, color, x, y, width, height);

if (bcast) �
int size = remoteBoard.size();
int me = remoteBoard.getId();
for (int i=0; i � size; i++)

if (i != me) �
RemoteBoardother = (RemoteBoard)remoteBoard.getRemoteObject(i);
try � other.fillOval(color, x, y, width, height);

�
550

catch (java.rmi.RemoteExceptione) � �
�

�
�

public void showKey(Color color, int x, int y, char ch,
boolean bcast) �

Graphicsg = offScreen.getGraphics();
showKey(g, color, x, y, ch); 560

if (bcast) �
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int size = remoteBoard.size();
int me = remoteBoard.getId();
for (int i=0; i � size; i++)

if (i != me) �
RemoteBoardother = (RemoteBoard)remoteBoard.getRemoteObject(i);
try � other.showKey(color, x, y, ch);

�
catch (java.rmi.RemoteExceptione) � �

�
570�

�

public void clearBoard(boolean bcast) �
Graphicsg = offScreen.getGraphics();
clearBoard(g);

if (bcast) �
int size = remoteBoard.size(); 580
int me = remoteBoard.getId();
for (int i=0; i � size; i++)

if (i != me) �
RemoteBoardother = (RemoteBoard)remoteBoard.getRemoteObject(i);
try � other.clearBoard();

�
catch (java.rmi.RemoteExceptione) � �

�
�

�
590

��� —————————————————————
��� Local drawing routines
��� —————————————————————

void drawLine(Graphicsg, Color color, int startX, int startY, int endX, int endY) �
g.setColor(color);
g.drawLine(startX, startY, endX, endY);�

600

void drawRect(Graphicsg, Color color, int x, int y, int width, int height) �
g.setColor(color);
g.drawRect(x, y, width, height);�

void fillRect(Graphicsg, Color color, int x, int y, int width, int height) �
g.setColor(color); 610
g.fillRect(x, y, width, height);�

void drawOval(Graphicsg, Color color, int x, int y, int width, int height) �
g.setColor(color);
g.drawOval(x, y, width, height);�
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620
void fillOval(Graphicsg, Color color, int x, int y, int width, int height) �

g.setColor(color);
g.fillOval(x, y, width, height);�

void showKey(Graphicsg, Color color, int x, int y, char ch) �
g.setColor(color);
g.drawString(String.valueOf(ch), x, y);�

630

void clearBoard(Graphicsg) �
g.setColor(this.getBackground());
g.fillRect(0, 0, imageWidth, imageHeight);
g.setColor(currColor);�

�
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